
 

 

 e-Commerce 

Meaning -E-commerce is the buying and selling of good or services via the internet, and the 

transfer of money and data to complete the sales. It’s also known as electronic commerce or 

internet commerce.  

-. Ecommerce is often used to refer to the sale of physical products online, but it can also 

describe any kind of commercial transaction that is facilitated through the internet. 

Whereas e-business refers to all aspects of operating an online business, ecommerce refers 

specifically to the transaction of goods and services. 

What is e-commerce: Examples  

Everyone from independent freelancers to small businesses to the largest of corporations can 

benefit from the ability to sell their goods and services online at scale. 

Here are some examples of types of e-commerce: 

1. Retail: The sale of products directly to a consumer without an intermediary. 

2. Dropshipping: The sale of products that are manufactured and shipped to consumers via 

a third party. 

3. Digital products: Downloadable items like templates, courses, e-books, software, or 

media that must be purchased for use. Whether it’s the purchase of software, tools, cloud-

based products or digital assets, these represent a large percentage of ecommerce 

transactions. 

4. Wholesale: Products sold in bulk. Wholesale products are usually sold to a retailer, who 

then sells the products to consumers. 

5. Services: These are skills like coaching, writing, influencer marketing, etc., that are 

purchased and paid for online. 

6. Subscription: A popular D2C model, subscription services are the recurring purchases of 

products or services on a regular basis. 

7. Crowdfunding: Crowdfunding allows sellers to raise startup capital in order to bring 

their product to the market. Once enough consumers have purchased the item, it’s then 

created and shipped. 

Advantage of e-commerce 

Clearly online commerce offers a plethora of benefits. Let’s look at some of the biggest ones. 

 

https://www.the-future-of-commerce.com/2019/08/22/direct-to-consumer-relationships/


1. Convenience 
Online commerce makes purchases simpler, faster, and less time-consuming, 

allowing for 24-hour sales, quick delivery, and easy returns. 

2. Personalization and customer experience 

E-commerce marketplaces can create rich user profiles that allow them to 

personalize the products offered and make suggestions for other products that 

they might find interesting. This improves the customer experience by making 

shoppers feel understood on a personal level, increasing the odds of brand 

loyalty. 

3. Global marketplace 

Customers from around the world can easily shop e-commerce sites – 

companies are no longer restricted by geography or physical barriers. 

4. Minimized expenses 

Since brick and mortar is no longer required, digital sellers can launch online 

stores with minimal startup and operating costs. 

Disadvantages of e- Commerce  

E-commerce carries the following disadvantages: 

 Limited customer service. If you are shopping online for a computer, you cannot 

simply ask an employee to demonstrate a particular model's features in person. And 

although some websites let you chat online with a staff member, this is not a typical 

practice. 

 Lack of instant gratification. When you buy an item online, you must wait for it to 

be shipped to your home or office. However, retailers like Amazon make the waiting 

game a little bit less painful by offering same-day delivery as a premium option for 

select products. 

 Inability to touch products. Online images do not necessarily convey the whole 

story about an item, and so e-commerce purchases can be unsatisfying when the 

products received do not match consumer expectations. Case in point: an item of 

clothing may be made from shoddier fabric than its online image indicates. 

Types of E-commerce Models 

There are four main types of ecommerce models that can describe almost every transaction 

that takes place between consumers and businesses. 

1. Business to Consumer (B2C): 
When a business sells a good or service to an individual consumer (e.g. You buy a pair of 

shoes from an online retailer).flipkart and kriti 

2. Business to Business (B2B): 
When a business sells a good or service to another business (e.g. A business sells software-

as-a-service for other businesses to use)   

 

http://www.sap.com/products/upscale-commerce.html
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3. Consumer to Consumer (C2C): 
When a consumer sells a good or service to another consumer (e.g. You sell your old 

furniture on eBay to another consumer). 

 

4. Consumer to Business (C2B): 
When a consumer sells their own products or services to a business or organization (e.g. An 

influencer offers exposure to their online audience in exchange for a fee, or a photographer 

licenses their photo for a business to use). 

5. Business to Government (B2G): 

B2G stands for Business-to-government, implying the relationship between a business to 

government agencies and government institutions. B2G is defined as a sales model when 

companies sell products, services and information to governments or government agencies. 

6. Business to Employees (B2E): 

 B2E (Business to Employee) is an approach that  focuses on employees. It refers to 

platforms for Business to Employee: the company intranet, and systems for 

communication and sharing within companies. It includes all operations that aim to 

achieve the greatest possible retention. This includes recruiting and on-boarding, 

team building strategies, training courses, schedule flexibility, bonuses and special 

offers, and benefits of various kinds, just to name a few.  

 

Traditional commerce 

Traditional commerce refers to the commercial transactions or exchange of information, 

buying or selling product/services from person to person without use of internet which is an 

older method of business style and comes under traditional business. Now a day’s people 

are not preferring this as it is time taking and needs physical way of doing business. 

Example includes physical market/bazzar. 

  

Difference between e-Commerce and Traditional commerce 

S.No. TRADITIONAL COMMERCE E-COMMERCE 

01. 

Traditional commerce refers to the 

commercial transactions or exchange of 

information, buying or selling 

product/services from person to person 

without use of internet. 

E-commerce refers to the commercial 

transactions or exchange of information, 

buying or selling product/services 

electronically with the help of internet. 

02. 

In traditional commerce it is difficult to 

establish and maintain standard practices. 

In e- commerce it is easy to establish and 

maintain standard practices. 

https://www.geeksforgeeks.org/the-internet-and-the-web/


03. 

In traditional commerce direct interaction 

through seller and buyer is present. 

In e- commerce indirect interaction 

through seller and buyer occurs using 

electronic medium and internet. 

04. 

Traditional commerce is carried out by face 

to face, telephone lines or mail systems. 

E-commerce is carried out by internet or 

other network communication technology. 

05. 

In traditional commerce processing of 

transaction is manual. 

In e-commerce processing of transaction 

is automatic. 

06. 

In traditional commerce delivery of goods is 

instant. 

In e-commerce delivery of goods takes 

time. 

07. Its accessibility is for limited time in a day. 

Its accessibility is 24×7×365 means round 

the clock. 

08. 

Traditional commerce is done where digital 

network is not reachable. 

E-commerce is not available in remote 

areas. 

09. 

Traditional commerce is a older method of 

business style which comes under traditional 

business. 

E-commerce is a newer concept of 

business style which comes under e-

business. 

10. Its resource focuses on supply side. Its resource focuses on demand side. 

11. 

In traditional commerce customers can 

inspect products physically before purchase. 

In e-commerce customers cannot inspect 

products physically before purchase. 

12. 

Its business scope of business is a limited 

physical area. 

Its business scope is worldwide as it is 

done through digital medium. 

13. 

For customer support, information exchange 

there is no such uniform platform. 

For customer support, information 

exchange there is exists uniform platform. 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

Internet and its Evaluation 

Internet 

Internet is defined as an Information super Highway, to access information over the web. 

However, It can be defined in many ways as follows: 

 Internet is a world-wide global system of interconnected computer networks. 

 Internet uses the standard Internet Protocol (TCP/IP). 

 Every computer in internet is identified by a unique IP address. 

 IP Address is a unique set of numbers (such as 110.22.33.114) which identifies a 

computer location. 

 A special computer DNS (Domain Name Server) is used to give name to the IP Address 

so that user can locate a computer by a name. 

 For example, a DNS server will resolve a name http://www.tutorialspoint.com to a 

particular IP address to uniquely identify the computer on which this website is hosted. 

 Internet is accessible to every user all over the world. 

Evolution 

The concept of Internet was originated in 1969 and has undergone several technological & 

Infrastructural changes as discussed below: 

 The origin of Internet devised from the concept of Advanced Research Project 

Agency Network (ARPANET). 

 ARPANET was developed by United States Department of Defence. 

 Basic purpose of ARPANET was to provide communication among the various bodies 

of government. 

 Initially, there were only four nodes, formally called Hosts. 

 In 1972, the ARPANET spread over the globe with 23 nodes located at different 

countries and thus became known as Internet. 

 By the time, with invention of new technologies such as TCP/IP protocols, DNS, 

WWW, browsers, scripting languages etc. Internet provided a medium to publish and 

access information over the web. 



Advantages 

Internet covers almost every aspect of life, one can think of. Here, we will discuss some of the 

advantages of Internet: 

 

 Internet allows us to communicate with the people sitting at remote locations. There 

are various apps available on the wed that uses Internet as a medium for 

communication. One can find various social networking sites such as: 

o Facebook 

o Twitter 

o Yahoo 

o Google+ 

o Flickr 

o Orkut 

 One can surf for any kind of information over the internet. Information regarding 

various topics such as Technology, Health & Science, Social Studies, Geographical 

Information, Information Technology, Products etc. can be surfed with help of a search 

engine. 

 Apart from communication and source of information, internet also serves a medium 

for entertainment. Following are the various modes for entertainment over internet. 

o Online Television 

o Online Games 



o Songs 

o Videos 

o Social Networking Apps 

 Internet allows us to use many services like: 

o Internet Banking 

o Matrimonial Services 

o Online Shopping 

o Online Ticket Booking 

o Online Bill Payment 

o Data Sharing 

o E-mail 

 Internet provides concept of electronic commerce, that allows the business deals to be 

conducted on electronic systems 

Disadvantages 

However, Internet has proved to be a powerful source of information in almost every field, 

yet there exists many disadvantages discussed below: 

 



 There are always chances to loose personal information such as name, address, credit 

card number. Therefore, one should be very careful while sharing such information. 

One should use credit cards only through authenticated sites. 

 Another disadvantage is the Spamming. Spamming corresponds to the unwanted e-

mails in bulk. These e-mails serve no purpose and lead to obstruction of entire system. 

 Virus can easily be spread to the computers connected to internet. Such virus attacks 

may cause your system to crash or your important data may get deleted. 

 Also a biggest threat on internet is pornography. There are many pornographic sites 

that can be found, letting your children to use internet which indirectly affects the 

children healthy mental life. 

 There are various websites that do not provide the authenticated information. This leads 

to misconception among many people. 

Intranet 

Intranet is defined as private network of computers within an organization with its own server 

and firewall. Moreover we can define Intranet as: 

 Intranet is system in which multiple PCs are networked to be connected to each other. 

PCs in intranet are not available to the world outside of the intranet. 

 Usually each company or organization has their own Intranet network and 

members/employees of that company can access the computers in their intranet. 

 Every computer in internet is identified by a unique IP address. 

 Each computer in Intranet is also identified by a IP Address, which is unique among 

the computers in that Intranet. 



 

Benefits 

Intranet is very efficient and reliable network system for any organization. It is beneficial in 

every aspect such as collaboration, cost-effectiveness, security, productivity and much more. 

 



Communication 

Intranet offers easy and cheap communication within an organization. Employees can 

communicate using chat, e-mail or blogs. 

Time Saving 

Information on Intranet is shared in real time. 

Collaboration 

Information is distributed among the employees as according to requirement and it can be 

accessed by the authorized users, resulting in enhanced teamwork. 

Platform Independency 

Intranet can connect computers and other devices with different architecture. 

Cost Effective 

Employees can see the data and other documents using browser rather than printing them and 

distributing duplicate copies among the employees, which certainly decreases the cost. 

Workforce Productivity 

Data is available at every time and can be accessed using company workstation. This helps 

the employees work faster. 

Business Management 

It is also possible to deploy applications that support business operations. 

Security 

Since information shared on intranet can only be accessed within an organization, therefore 

there is almost no chance of being theft. 

Specific Users 

Intranet targets only specific users within an organization therefore, once can exactly know 

whom he is interacting. 

Immediate Updates 

Any changes made to information are reflected immediately to all the users. 

Issues 

Apart from several benefits of Intranet, there also exist some issues.. These issues are shown 

in the following diagram: 



 

Internet vs. Intranet 

Apart from similarities there are some differences between the two. Following are the 

differences between Internet and Intranet: 

Intranet Internet 

Localized Network. Worldwide Network 

Doesn't have access to Intranet Have access to Internet. 

More Expensive Less Expensive 

More Safe Less Safe 

More Reliability Less Reliability 

 

Extranet 



Extranet refers to network within an organization, using internet to connect to the outsiders in 

controlled manner. It helps to connect businesses with their customers and suppliers and 

therefore allows working in a collaborative manner. 

 

Implementation 

Extranet is implemented as a Virtual Private Networks (VPN) because it uses internet to 

connect to corporate organization and there is always a threat to information security. VPN 

offers a secure network in public infrastructure (Internet). 

 

Extranet proves to be a successful model for all kind of businesses whether small or big. Here 

are some of the advantages of extranet for employees, suppliers, business partners, and 

customers: 

Advantages of extranet 

Key benefits of extranets allow you to: 



 communicate and collaborate more effectively - with clients, customers and 

stakeholders via a secure network 

 integrate supply chains - eg consolidate processes such as online ordering, order 

tracking and inventory management 

 reduce costs - eg make manuals and technical documentation available online to 

trading partners and customers 

 improve business relationships - because of the close collaborative working that 

extranets support 

 improve customer service - eg give customers direct access to information and 

enable them to resolve their own queries 

 simplify processes - eg use a single user interface between you and your business 

partners 

 secure your communications - exchanges take place in a controlled and secure 

environment 

 share news - for example, of product development exclusively with partner 

companies 

 work flexibly - extranet allows remote and mobile staff to access core business 

information 24 hours a day, irrespective of location 

 

Issues 

Apart for advantages there are also some issues associated with extranet. These issues are 

discussed below: 

Hosting 

Where the extranet pages will be held i.e. who will host the extranet pages. In this context 

there are two choices: 

 Host it on your own server. 

 Host it with an Internet Service Provider (ISP) in the same way as web pages. 

But hosting extranet pages on your own server requires high bandwidth internet connection 

which is very costly. 

Security 

Additional firewall security is required if you host extranet pages on your own server which 

result in a complex security mechanism and increase work load. 

Accessing Issues 

Information cannot be accessed without internet connection. However, information can be 

accessed in Intranet without internet connection. 

Decreased Interaction 

It decreases the face to face interaction in the business which results in lack of communication 

among customers, business partners and suppliers. 

Extranet vs. Intranet 



The following table shows differences between Extranet and Intranet: 

Extranet Intranet 

Internal network that can be accessed externally. Internal network that can not be 

accessed externally. 

Extranet is extension of company's Intranet. Only limited users of a company. 

For limited external communication between customers, 

suppliers and business partners. 

Only for communication within a 

company. 

 

FTP (File Transfer Protocol) 
 

FTP is a standard protocol which is used to transfer files between computers and severs over 

a network such as Internet. 

FTP (File Transfer Protocol) is a network protocol for transmitting files between computers 

over Transmission Control Protocol/Internet Protocol (TCP/IP) connections. Within the 

TCP/IP suite, FTP is considered an application layer protocol. 

 In an FTP transaction, the end user's computer is typically called the local host. The 

second computer involved in FTP is a remote host, which is usually a server. Both 

computers need to be connected via a network and configured properly to transfer 

files via FTP. Servers must be set up to run FTP services, and the client must have 

FTP software installed to access these services. 

Although many file transfers can be conducted using Hypertext Transfer Protocol (HTTP) -- 

another protocol in the TCP/IP suite -- FTP is still commonly used to transfer files behind the 

scenes for other applications, such as banking services. It is also sometimes used to download 

new applications via web browsers. 

How does FTP work? 

FTP is a client-server protocol that relies on two communications channels between the client 

and server: a command channel for controlling the conversation and a data channel for 

transmitting file content. 

Here is how a typical FTP transfer works: 

1. A user typically needs to log on to the FTP server, although some servers make some or 

all of their content available without a login, a model known as anonymous FTP. 

2. The client initiates a conversation with the server when the user requests to download a 

file. 

https://searchnetworking.techtarget.com/definition/TCP-IP
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3. Using FTP, a client can upload, download, delete, rename, move and copy files on a 

server. 

Users can work with FTP via a simple command-line interface -- from a console or terminal 

window in Microsoft Windows, Apple macOS or Linux -- or with a dedicated graphical user 

interface. Web browsers can also serve as FTP clients. 

Why is FTP important and what is it used for? 

FTP is a standard network protocol that can enable expansive file transfer capabilities across 

IP networks. Without FTP, file and data transfer can be managed with other mechanisms -- 

such as email or an HTTP web service -- but those other options lack the clarity of focus, 

precision and control that FTP enables. 

FTP is used for file transfers between one system and another, and it has several common use 

cases, including the following: 

 Backup. FTP can be used by backup services or individual users to backup data from one 

location to a secured backup server running FTP services. 

 Replication. Similar to backup, replication involves duplication of data from one system 

to another but takes a more comprehensive approach to provide higher availability and 

resilience. FTP can also be used to facilitate this. 

 Access and data loading. FTP is also commonly used to access shared web hosting and 

cloud services as a mechanism to load data onto a remote system. 

TELNET 

TELNET stands for TErminaL NETwork. It is a type of protocol that enables one computer 

to connect to local computer.it is used to send command to remote servers .It allows you to 

send commands remotely to a server and administer that server just as if you are sitting in 

front of it. You can use key board to tell that server what to do. It is used as connecting device 

for communicating with server and also use to configure other devices like routers etc. It is a 

used as a standard TCP/IP protocol for virtual terminal service which is given by ISO. 

Computer which starts connection known as the local computer. Computer which is being 

connected to i.e. which accepts the connection known as remote computer. When the 

connection is established between local and remote computer. During telnet operation 

whatever that is performing on the remote computer will be displayed by local computer. 

Telnet operates on client/server principle. Local computer uses telnet client program and the 

remote computers uses telnet server program. 

Search Engine 

Search Engine refers to a huge database of internet resources such as web pages, newsgroups, 

programs, images etc. It helps to locate information on World Wide Web. 

User can search for any information by passing query in form of keywords or phrase. It then 

searches for relevant information in its database and return to the user. 

Search Engine Components 

https://searchwindowsserver.techtarget.com/definition/command-line-interface-CLI
https://searchdatabackup.techtarget.com/tip/Explore-the-best-free-cloud-backup-services-on-the-market
https://www.computerweekly.com/feature/Storage-101-Replication-vs-backup-and-synchronous-vs-asynchronous


Generally there are three basic components of a search engine as listed below: 

1. Web Crawler 

2. Database 

3. Search Interfaces 

Web crawler 

It is also known as spider or bots. It is a software component that traverses the web to gather 

information. 

Database 

All the information on the web is stored in database. It consists of huge web resources. 

Search Interfaces 

This component is an interface between user and the database. It helps the user to search 

through the database. 

Search Engine Working 

Web crawler, database and the search interface are the major component of a search engine 

that actually makes search engine to work. Search engines make use of Boolean expression 

AND, OR, NOT to restrict and widen the results of a search. Following are the steps that are 

performed by the search engine: 

 The search engine looks for the keyword in the index for predefined database instead 

of going directly to the web to search for the keyword. 

 It then uses software to search for the information in the database. This software 

component is known as web crawler. 

 Once web crawler finds the pages, the search engine then shows the relevant web pages 

as a result. These retrieved web pages generally include title of page, size of text 

portion, first several sentences etc. 

These search criteria may vary from one search engine to the other. The retrieved information 

is ranked according to various factors such as frequency of keywords, relevancy of 

information, links etc. 

 User can click on any of the search results to open it. 

 

 

Hardware and Software Requirements for Internet connection: 

 The following are the methods of connecting a computer to the Internet using software and 

hardware peripherals. 

 Three ways to connect to Internet 

Connecting a computer using Wireless Broadband (Wireless broadband is telecommunications 

technology that provides high-speed wireless Internet access or computer networking access 

over a wide area. 



• Connecting a computer using an Ethernet Cable (An Ethernet cable carries the broadband 

signals between your modem, router, computer and other wired internet-capable devices) 

• Connecting a Computer Using Dial-Up Community 

 Software Requirement 

• The operating system should support TCP (Transfer Control Protocol) / IP (Internet Protocol), 

SMTP (Simple Mail Transfer Protocol), FTP (File Transfer Protocol), HTTP (Hyper Text 

Transfer Protocol) and HTTPS (Hyper Text Transfer Protocol Secured) protocols. 

• Browsers and other Internet clients access to the web applications such as Outlook, Gmail, 

Whatsapp, Facebook, Twitter and etc. 

Connection Types: 

The following methods are able to connect internet. 

 Dial-up Connection: This is generally the slowest type of Internet connection, and you should 

probably avoid it unless it is the only service available in your area. Dial-up Internet uses 

your phone line, so unless you have multiple phone lines you will not be able to use your 

landline and the Internet at the same time. 

A dial-up connection is established when two or more data communication devices use 

a Public Switched Telephone Network (PSTN) to connect to an Internet Service Provider 

(ISP) from computers. Many remote locations depend on Internet dial-up connections because 

broadband and cable are rare in remote areas with low population. Internet Service Providers 

often provide dial-up connections, a feasible alternative for budget-conscious subscribers. 

 

 DSL: 

Digital Subscriber Line (DSL) is a high-speed Internet service for homes and businesses that 

competes with cable and other forms of broadband Internet. DSL provides high-speed 



networking over ordinary Telephone lines using broadband modem technology. The 

technology behind DSL enables Internet and telephone service to work over the same phone 

line without requiring customers to disconnect either their Voice or Internet connections. 

 Cable TV Internet Connection (setup box): Cable service connects to the Internet via cable 

TV, although you do not necessarily need to have cable TV in order to get it. It uses a broadband 

connection and can be faster than both dial-up and DSL service; however, it is only available 

where cable TV is available. 

The cable TV network can be used for connecting a computer or a local network to the Internet, 

competing directly with DSL (Digital Subscriber Line) technology. 

 Satellite Internet Connection:  A satellite connection uses broadband but does not require 

cable or phone lines; it connects to the Internet through satellites orbiting the Earth. As a 

result, it can be used almost anywhere in the world, but the connection may be affected by 

weather patterns. 

Satellite Internet access is Internet access provided through satellite communication for 

domestic and enterprise usage. The facility of modern consumer grade satellite Internet service 

is typically provided to individual users through geostationary satellites. It provides fairly high 

data speeds, along with latest satellites using Ka band to attain downstream data speeds up to 

50 Mbps internet speed. 

 Wireless Internet Connection: 

It is a technology for wireless local area networking with devices based on the IEEE 802.11 

standards. Devices that can use Wi-Fi technology include personal computers, video-game 

consoles, phones and tablets, digital cameras, smart TVs, digital audio players and modern 

printers. Wi-Fi compatible devices can connect to the Internet via a WLAN and a wireless 

access point. Such an access point (or hotspot) has a range of about 20 meters (66 feet) indoors 

and a greater range of outdoors. Hotspot coverage can be as small as a single room with walls 

that block radio waves, or as large as many square kilometres achieved by using multiple 

overlapping access points. 

3G and 4G:  

3G and 4G service is most commonly used with mobile phones, and it 

connects wirelessly through your ISP's network. However, these types of connections 

aren't always as fast as DSL or cable. They will also limit the amount of data you 

can use each month, which isn't the case with most broadband plans. 

- 

Hardware Requirement- 



Hardware Requirement 

Modem 

 

Once you have your computer, you really don't need much additional hardware to connect to 

the Internet. The primary piece of hardware you need is a modem. 

The type of Internet access you choose will determine the type of modem you need. Dial-

up access uses a telephone modem, DSL service uses a DSL modem, cable access uses 

a cable modem, and satellite service uses a satellite adapter. Your ISP may give you a 

modem—often for a fee—when you sign a contract, which helps ensure that you have 

the right type of modem. However, if you would prefer to shop for a better or less 

expensive modem, you can choose to buy one separately. 



Router 

 

A router is a hardware device that allows you to connect several computers and other 

devices to a single Internet connection, which is known as a home network. Many routers 

are wireless, which allows you to create a home wireless network, commonly known as 

a Wi-Fi network. 

You don't necessarily need to buy a router to connect to the Internet. It's possible to 

connect your computer directly to your modem using an Ethernet cable. Also, many modems 

include a built-in router, so you have the option of creating a Wi-Fi network without buying 

extra hardware. 

• Dongle is used to connect the Internet using cellular network 

• Wi-Fi router or Hotspot is used to connect the Internet using wireless network 

• Electronic device which supports cellular network 

 NIC- Network Interface Card (wired/ wireless) facility is the most important hardware 

required to connect Internet. For example, the Laptop can be connected Internet through the 

wired/wireless. 



A network interface card (NIC) is a hardware component without which a computer cannot be 

connected over a network. It is a circuit board installed in a computer that provides a dedicated 

network connection to the computer. It is also called network interface controller, network 

adapter or LAN adapter. 

Purpose 

 NIC allows both wired and wireless communications. 

 NIC allows communications between computers connected via local area network 

(LAN) as well as communications over large-scale network through Internet Protocol 

(IP). 

 NIC is both a physical layer and a data link layer device, i.e. it provides the necessary 

hardware circuitry so that the physical layer processes and some data link layer 

processes can run on it. 

 

• Internet Connectivity such as Dial-up connection, ISDN, DSL, Cable TV, wired and wireless 

(Cellular) Network. 

E-Banking 

Electronic banking has many names like e banking, virtual banking, online 

banking, or internet banking. It is simply the use of electronic and 

telecommunications network for delivering various banking products and services. 

Through e-banking, a customer can access his account and conduct many 

transactions using his computer or mobile phone.  

Types of e banking 

Banks offer various types of services through electronic banking platforms. These 

are of three types: 

Level 1 – This is the basic level of service that banks offer through their websites. 

Through this service, the bank offers information about its products and services 

to customers. Further, some banks may receive and reply to queries through e-

mail too. 

Level 2 – In this level, banks allow their customers to submit instructions or 

applications for different services, check their account balance, etc. However, 

banks do not permit their customers to do any fund-based transactions on 

their accounts. 

Level 3 – In the third level, banks allow their customers to operate their accounts 

for funds transfer, bill payments, and purchase and redeem securities, etc. 

https://www.toppr.com/guides/business-studies/business-services/nature-and-types-of-services/
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Most traditional banks offer e-banking services as an additional method of 

providing service. Further, many new banks deliver banking services primarily 

through the internet or other electronic delivery channels. Also, some banks are 

‘internet only’ banks without any physical branch anywhere in the country. 

 

Types of Banking Website 

Banking websites are of two types: 

1. Informational Websites – These websites offer general information about 

the bank and its products and services to customers. 

2. Transactional Websites – These websites allow customers to conduct 

transactions on the bank’s website. Further, these transactions can range 

from a simple retail account balance inquiry to a large business-to-

business funds transfer. The following table lists some common retail and 

wholesale e-banking services offered by banks and financial institutions: 

 

Importance of e-banking 

We will look at the importance of electronic banking for banks, individual 

customers, and businesses separately. 

Banks 

1. Lesser transaction costs – electronic transactions are the cheapest modes of 

transaction 
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2. A reduced margin for human error – since the information is relayed 

electronically, there is no room for human error 

3. Lesser paperwork – digital records reduce paperwork and make the process 

easier to handle. Also, it is environment-friendly. 

4. Reduced fixed costs – A lesser need for branches which translates into a 

lower fixed cost. 

5. More loyal customers – since e-banking services are customer-friendly, 

banks experience higher loyalty from its customers. 

Customers 

1. Convenience – a customer can access his account and transact from 

anywhere 24x7x365. 

2. Lower cost per transaction – since the customer does not have to visit the 

branch for every transaction, it saves him both time and money. 

3. No geographical barriers – In traditional banking systems, geographical 

distances could hamper certain banking transactions. However, with e-

banking, geographical barriers are reduced. 

 

Businesses 

1. Account reviews – Business owners and designated staff members can 

access the accounts quickly using an online banking interface. This allows 

them to review the account activity and also ensure the smooth functioning 

of the account. 

2. Better productivity – Electronic banking improves productivity. It allows the 

automation of regular monthly payments and a host of other features to 

enhance the productivity of the business. 

3. Lower costs – Usually, costs in banking relationships are based on the 

resources utilized. If a certain business requires more assistance with wire 

transfers, deposits, etc., then the bank charges it higher fees. With online 

banking, these expenses are minimized. 

4. Lesser errors – Electronic banking helps reduce errors in regular banking 

transactions. Bad handwriting, mistaken information, etc. can cause errors 

which can prove costly. Also, easy review of the account activity enhances 

the accuracy of financial transactions. 
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5. Reduced fraud – Electronic banking provides a digital footprint for all 

employees who have the right to modify banking activities. Therefore, the 

business has better visibility into its transactions making it difficult for any 

fraudsters to play mischief. 

 

Popular services under e-banking in India 

 ATMs (Automated Teller Machines) 

 Telephone Banking 

 Electronic Clearing Cards 

 Smart Cards 

 EFT (Electronic Funds Transfer) System 

 ECS (Electronic Clearing Services) 

 Mobile Banking 

 Internet Banking 

 Telebanking 

 Door-step Banking 

Further, under Internet banking, the following services are available in 

India: 

1. Bill payment – Every bank has a tie-up with different utility companies, 

service providers, insurance companies, etc. across the country. The banks 

use these tie-ups to offer online payment of bills (electricity, telephone, 

mobile phone, etc.). Also, most banks charge a nominal one-time registration 

fee for this service. Further, the customer can create a standing instruction to 

pay recurring bills automatically every month. 

2. Funds transfer – A customer can transfer funds from his account to another 

with the same bank or even a different bank, anywhere in India. He needs to 

log in to his account, specify the payee’s name, account number, his bank, 

and branch along with the transfer amount. The transfer is effected within a 

day or so. 

3. Investing – Through electronic banking, a customer can open a fixed deposit 

with the bank online through funds transfer. Further, if a customer has a 

demat account and a linked bank account and trading account, he can buy or 
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sell shares online too. Additionally, some banks allow customers to purchase 

and redeem mutual fund units from their online platforms as well. 

4. Shopping – With an e-banking service, a customer can purchase goods or 

services online and also pay for them using his account. Shopping at his 

fingertips. 

Risks of E-Banking 

Risks of e-banking are discussed as follows: 

Operational Risk 

Operation risk or transactional risk is the most common type of risk of e-banking. 

It includes: 

 Incorrect transaction processing 

 Compromises in the integrity of data, data privacy, and confidentiality 

 Unauthorized access to the bank’s systems 

 Non-enforceability of contracts, etc. 

Apart from technological errors, human factors like negligence (customers or 

employees), employee frauds, hackers, etc. are a potential source of operational 

risk of e-banking. 

Security Risk 

When we talk about banking transactions, security of the transaction is of 

paramount importance. All customers want their transactions to be confidential. 

However, since all information is online, there is always a chance that someone 

might retrieve the information and misuse it. The security risk of e-banking also 

arises from hacking threats and unauthorized access to the bank’s systems. 

System Architecture and Design 

In order to manage various operational and security risks of e-banking, it is 

important that the bank has appropriate system architecture and controls in place. 

Banks always carry the risk of choosing the wring system design or technology or 

have inadequate control processes. 



If the bank has an outdated system which is not upgradable, then it can turn into 

an investment loss for the bank along with inefficient service. 

Banks need to keep updating their systems to keep up with the rapidly changing 

technology to avoid any holes in its security system. Further, the bank’s staff 

requires regular training to keep up with the new technologies too. 

Reputational Risk 

For any business, its reputation is of critical importance. When it comes to 

electronic banking, if a bank fails to perform critical functions or not work 

according to the expectations of its customers, then it faces a risk of loss of 

reputation. This eventually leads to a loss of funding or customers. 

Some reasons for this risk are a system or product not functioning as expected, 

significant deficiencies in the system, security breaches (external or internal), 

misinforming customers about the processes and policies of using e-banking, 

certain communication issues that hinder the customer from accessing his account, 

etc. 

Legal Risk 

Whenever there is a violation of laws, regulations, or prescribed practices, or 

when the legal rights and obligations of any of the parties to a transaction are not 

established, then there is a legal risk involved. 

E-Banking is relatively new to the industry and there is a lot of uncertainty and 

ambiguity about certain laws and rules. This increases the legal risk. 

Money Laundering Risk 

All transactions through the e-banking channel are done remotely. Therefore, it is 

difficult for banks to use traditional methods to detect and prevent criminal 

activities. 

While there are certain money laundering rules in place, for electronic payments, 

their feasibility is questionable. Therefore, banks carry the risk of money 

laundering. 
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Cross-border Risks 

The core idea of electronic banking is to extend the geographical reach of both 

banks as well as customers. This means that the expansion can go beyond national 

borders. This leads to several cross-border risks: 

 Legal and Regulatory risks – There is a possibility about uncertainties 

regarding the legal requirements in certain countries and jurisdiction 

ambiguities of different national authorities. 

 Operational risk – If the bank uses a service provider located in a different 

country, then it is difficult to monitor it causing operational risk. 

 Credit risk – Cross-border transactions can increase credit risk. This is 

because it is difficult to appraise an application for a loan from a customer in 

a different country. 

Strategic Risk 

This risk is associated with issues pertaining to: 

 The development of a business plan 

 Having sufficient resources available to support the business plan 

 In the case of outsourced activities, the credibility of the vendor 

 For employees, any change in the work environment 

 Level of technology used in comparison with the available technology, etc. 

Other Risks 

The other risks of e-banking are the same as those of traditional banking like 

credit risk, liquidity risk, interest rate risk, market risk, etc. However, in e-

banking, these risks are magnified due to the use of electronic channels and the 

absence of geographical boundaries. 

All the risks mentioned above can arise due to some flaws in design, insufficient 

technology, negligent employees, and unauthorized system access (intentional or 

not). Therefore, it is important that banks adopt the right technology and systems 

and have proper access control for a secure transacting environment. 

 

 

 



Electronic Data Interchange (EDI) 

EDI stands for Electronic Data Interchange. EDI is an electronic way of 

transferring business documents in an organization internally, between its 

various departments or externally with suppliers, customers, or any subsidiaries. 

In EDI, paper documents are replaced with electronic documents such as word 

documents, spreadsheets, etc. 

 

Electronic Data Interchange (EDI) is the electronic interchange of business 

information using a standardized format; a process which allows one company 

to send information to another company electronically rather than with paper. 

Business entities conducting business electronically are called trading partners. 

Many business documents can be exchanged using EDI, but the two most 

common are purchase orders and invoices. At a minimum, EDI replaces the 

mail preparation and handling associated with traditional business 

communication. However, the real power of EDI is that it standardizes the 

information communicated in business documents, which makes possible a 

"paperless" exchange. 

In this method, automaton replaces paper-based business processes to 

streamline communications like purchase orders, advance ship notices, and 

invoices. EDI software uses specific transaction codes to transmit data between 

computer systems in a standard format. 



A Traditional Document 

Exchange of a Purchase Order 

An EDI Document Exchange of a 

Purchase Order 

This process normally takes between 

three and five days. 

This process normally occurs 

overnight and can take less than an 

hour. 

 Buyer makes a buying decision, creates 

the purchase order and prints it. 

 Buyer mails the purchase order to the 

supplier. 

 Supplier receives the purchase order 

and enters it into the order entry 

system. 

 Buyer calls supplier to determine if 

purchase order has been received, or 

supplier mails buyer an 

acknowledgment of the order. 

 Buyer makes a buying decision, 

creates the purchase order but does 

not print it. 

 EDI software creates an electronic 

version of the purchase order and 

transmits it automatically to the 

supplier. 

 Supplier's order entry system receives 

the purchase order and updates the 

system immediately on receipt. 

 Supplier's order entry system creates 

an acknowledgment and transmits it 

back to confirm receipt. 

 

EDI Documents 

Following are the few important documents used in EDI − 

 Invoices 

 Purchase orders 

 Shipping Requests 

 Acknowledgement 

 Business Correspondence letters 

 Financial information letters 

Steps in an EDI System 

There are 3 steps to sending EDI documents – Prepare the documents, Translate 

the documents into EDI format, Transmit the EDI documents to your partner. 

These are discussed as follows- 

Step 1: Prepare the documents to be sent 

The first step is to collect and organize the data. For example, instead of 

printing a purchase order, your system creates an electronic file with the 



necessary information to build an EDI document. The sources of data and the 

methods available to generate the electronic documents can include: 

 Human data entry via screens 

 Exporting PC-based data from spreadsheets or databases 

 Reformatted electronic reports into data files 

 Enhancing existing applications to automatically create output files that 

are ready for translation into an EDI standard 

 Purchasing application software that has built-in interfaces for EDI files 

 

Step 2: Translate the documents into EDI format 

The next step is to feed your electronic data through translator software to 

convert your internal data format into the EDI standard format using the 

appropriate segments and data elements. You can purchase EDI translation 

software that you manage and maintain on your premises. This requires 

specialized mapping expertise in order to define how your internal data is to be 

mapped (i.e. correlated) to the EDI data. Translation software is available to suit 

just about any computing environment and budget, from large systems that 

handle thousands of transactions daily to PC-based software that need only 

process a few hundred transactions per week. 

Alternatively, you can use the translation services of an EDI service provider. 

In that case, you send your data to the provider, who handles translation to and 

from the EDI format on your behalf. 

Step 3: Connect and transmit your EDI documents to your business 

partner 

Once your business documents are translated to the appropriate EDI format they 

are ready to be transmitted to your business partner. You must decide how you 

will connect to each of your partners to perform that transmission. There are 

several ways, the most common of which include 1) to connect directly 

using AS2 or another secure internet protocol, 2) connect to an EDI Network 

provider (also referred to as a VAN provider) using your preferred 

communications protocol and rely on the network provider to connect to your 

business partners using whatever communications protocol your partners prefer, 

or 3) a combination of both, depending on the particular partner and the volume 

of transactions you expect to exchange.. 
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Advantages of an EDI System 

Following are the advantages of having an EDI system. 

 Reduction in data entry errors. − Chances of errors are much less while 

using a computer for data entry. 

 Shorter processing life cycle − Orders can be processed as soon as they 

are entered into the system. It reduces the processing time of the transfer 

documents. 

 Electronic form of data − It is quite easy to transfer or share the data, as 

it is present in electronic format. 

 Reduction in paperwork − As a lot of paper documents are replaced with 

electronic documents, there is a huge reduction in paperwork. 

 Cost Effective − As time is saved and orders are processed very 

effectively, EDI proves to be highly cost effective. 

 Standard Means of communication − EDI enforces standards on the 

content of data and its format which leads to clearer communication. 

Types of EDI 

 
Electronic data interchange (EDI) is the structured transmission of data between 

organisations by electronic means. There are many types of EDI and approaches 
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to enabling EDI across a trading community. Many larger companies adopt 

hybrid EDI solutions to connect with their business partners, dependent on size 

and frequency of their transactions. 

 

Direct EDI / Point-to-Point 
 

Direct EDI, which is sometimes called Point-to-point EDI, has been used by 

companies for many years. It was viewed historically as an alternative to a 

VAN. It establishes a single secure line between two trading partners. In this 

approach, an organisation must communicate with each trading partner 

individually, which can mean managing hundreds or thousands of separate 

connections. 

In the direct connection approach, you and your business partner connect 

directly via the Internet using the same communication method or protocol. This 

approach can become very complex and resource intensive if different business 

partners are using different communication protocols, which is the norm in most 

trading communities. Your system must be able to support all of these different, 

required protocols. 

This approach is most commonly used by large corporations that have business 

partners with whom they exchange a high volume of EDI documents, 

frequently. 

If you choose the direct connection model, you will need to purchase a software 

package that enables you to use all the agreed upon protocols, such as AS2, 

SFTP, FTPS. Then you will need to agree with each of your partners on (1) 

which of these communication methods or protocols you will use and (2) the 

specific protocol settings to be used when exchanging your files of EDI 

documents. You should also consider a software solution that is future proofed 

to accommodate future requirements. 

This model can be very complex because of the wide variety of communication 

protocols that must be used and supported. Very few businesses today connect 

directly to all of their business partners. 



 

 

EDI via VAN 

 
The vast majority of EDI still occurs via VAN. The growth of flexible, low-cost 

approaches, such as Web EDI or EDI via AS2, has begun to change this 

situation but the VAN is still the preferred option due to the value- added 

services that the VAN providers can deliver. Often companies look to 

implement a hybrid strategy in which different types of EDI are implemented as 

appropriate to the business, but the VAN remains the core to these installations. 

The VAN is simply a secure, private network where EDI documents can be sent 

and received between trading partners. An organisation will be provided with a 

mailbox. Documents are sent and received from there and the organisation 

checks the mailbox periodically to retrieve its documents. Most VAN providers 

offer an alerting service that informs the sender when messages have been sent 

successfully and notifies the recipient that they have a new message waiting. 

In addition to secure communications, EDI via VAN delivers: 

 Full mailbox service. Messages are automatically routed to the correct 

mailbox. Trading partners connect to the VAN to retrieve their messages 

 Inspection and authentication of all EDI messages. The VAN will verify the 

identity of the trading partner and validity of the message 

 Full audit trail. All EDI messages are tracked and recorded 

 Message notification. Trading partners are notified when message enters 

their mailbox 

 Ancillary services. VAN providers offer an extensive range of services 

including data backup and recovery, document mapping and compliance 

 

 

EDI via AS2 

 
AS2 is one of the most popular methods for transporting data, especially EDI 

data, securely and reliably over the Internet. It essentially involves two 

computers – a client and a server – connecting in a point-to-point manner via 

the web.  AS2 creates an “envelope” for the EDI data, allowing it to be sent 

securely – using digital certificates and encryption – over the Internet. 

Walmart has become famous for EDI via AS2 and has helped drive its adoption 

within the retail sector. 
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EDI via AS2 requires the receiving organisation’s server to be always 

“listening out” for messages addressed to it.  Like a call to a phone with no 

answering machine, the message will be missed if your server is not available to 

take the call. So, many organisations decide to use an EDI network provider to 

provide AS2 connectivity and thus always be available to receive the EDI 

transmissions.  

Web EDI 

 
Web EDI is simply conducting EDI through an Internet browser. It replicates 

paper-based documents as a web form. The form will contain fields where users 

can enter information. Once all the relevant information is added, it is 

automatically converted into an EDI message and sent via secure Internet 

protocols such as File Transfer Protocol Secure (FTPS), Hyper Text Transport 

Protocol Secure (HTTPS) or AS2. 

The ease of rolling out a Web EDI solution facilitates the participation of all 

your trading partners. This can be especially beneficial when working with 

partners in countries where IT and EDI skills are limited. Companies are not 

required to install any EDI software or manage a complex EDI environment. 

In its simplest form, Web EDI enables small- and medium-sized businesses to 

create, receive, turn around and manage electronic documents using a browser. 

Simple pre-populated forms enable businesses to communicate and comply with 

their trading partners’ requirements using built-in business rules. Trading 

partners anywhere in the world can connect without dedicating IT resource to 

their EDI implementation. 

Web EDI is traditionally based around the ‘hub and spoke’ model, in which the 

major trading partner acts as the hub and the smaller partners as the spokes. In 

this model: 

 The hub organisation implements EDI and develops a web forms option 

for use by its small and medium-size trading partners. 

 These web forms may be hosted on the hub’s site or that of an EDI network 

service provider. 

 Trading partners connect to the web forms via web browser to 

exchange documents as forms that are converted to EDI documents behind 

the scenes for subsequent processing by the hub. 

 



EDI Outsourcing 
Managed Services is the outsourcing of your EDI program to a third-party 

provider. Implementing and managing an EDI platform can be daunting for any 

organisation. Implementing EDI requires access to a broad range of skills and 

capital investment in hardware and software. Many companies are now looking 

to integrate EDI with their back-office systems – such as ERP – which results in 

a demand for internal resources that few organisations can sustain. 

Exploring a managed services approach to EDI becomes far more appealing. In 

fact, EDI outsourcing is more appealing than in other areas of IT where 

outsourcing has long been accepted. The key reasons for outsourcing is the 

reduction of cost of investing in your own infrastructure while ensuring that you 

have access to the right level of skills to deliver your required service. This is 

also true for EDI but, in this instance, there are other benefits: 

 You always have access to the latest technology as the service provider’s 

business depends on ensuring it offers the most up-to-date facilities 

 As you are connecting with external systems, the provider facilitates the 

community enablement process as well as offering value-added services to 

enable you to trade worldwide 

 Increase business agility by giving you a means to quickly enter new 

markets and territories 

 Increase business productivity by delivering a new level of information 

about your performance and that of your supply chain and your trading 

partners 

EDI Software 

For companies who prefer to retain control of their EDI environment, rather 

than outsourcing the management of their EDI infrastructure or using hosted 

EDI solutions, implementing EDI software on a network of PCs behind a 

company firewall will be the preferred option to take. 

Implementing EDI software assumes that a company has the correct internal 

resources to be able to implement the EDI software and maintain on an ongoing 

basis. Implementing EDI software will require resources that can understand 

how to map between different document types, how to on board or connect to 

trading partners and possibly provide integration to other business applications 

such as accounting packages or ERP software. 

Once the software has been installed then the IT resources will be required to 

maintain the EDI software on an ongoing basis, this will include upgrading the 

software environment as and when required. 



Many companies, especially smaller sized businesses, may not have the internal 

IT resources to manage their own EDI environment and for this reason they will 

choose to use hosted or Software as a Service based EDI offerings instead. 

INFRASTRUCTURE FOR EDI 

Several elements of infrastructure must exist in order to introduce an EDI 

system, including 

FORMAT STANDARDS To permit the efficient use of computers, 

information must be highly organized into a consistent data format. A format 

defines how information in a message is organized: what data goes where, what 

data is mandatory, what is optional, how many characters are permitted for each 

data field, how data fields are ordered, and what codes or abbreviations are 

permitted. 

Early EDI efforts in the 1960s used proprietary formats developed by one firm 

for exclusive use by its trading partners. This worked well until a firm wanted to 

exchange EDI documents with other firms who wanted to use their own 

formats. Since the different formats were not compatible, data exchange was 

difficult if not impossible. To facilitate the widespread use of EDI, standard 

formats were developed so that an electronic message sent by one party could 

be understood by any receiver that subscribes to that format standard. In the 

United States the Transportation Data Coordinating Committee began in 1968 

to design format standards for transportation documents. The first document 

was approved in 1975. This group pioneered the ideas that are used by all 

standards organizations today. 

Electronic documents are typically of variable length and most of the 

information is optional. When a firm sends a standard EDI purchase order to 

another firm, it is possible for the receiving firm to pass the purchase order data 

through an EDI translation program directly to a business application without 

manual intervention 

TRANSLATION SOFTWARE Translation software makes EDI work by 

translating data from the sending firm's internal format into a generic EDI 

format. Translation software also receives a sender's EDI message and translates 

it from the generic standard into the receiver's internal format. There are 

currently translation software packages for almost all types of computers and 

operating systems. 

VALUE-ADDED NETWORKS (VANS) When firms first began using EDI, 

most communications of EDI documents were directly between trading 

partners. Unfortunately, direct computer-to-computer communications requires 

that both firms 1) use similar communication protocols, 2) have the same 

transmission speed, 3) have phone lines available at the same time, and 4) have 



compatible computer hardware. If these conditions are not met, then 

communication becomes difficult if not impossible. A value-added network 

(VAN) can solve these problems by providing an electronic mailbox service. By 

using a VAN, an EDI sender need only learn to send and receive messages to or 

from one party: the VAN. Since a VAN provides a very flexible computer 

interface, it can talk to virtually any type of computer. This means that to 

conduct EDI with hundreds of trading partners, an organization only has to talk 

to one party. In addition, VANs provide important security elements for 

dissemination of information between parties. 

INEXPENSIVE COMPUTERS The fourth building block of EDI is 

inexpensive computers that permit even small firms to implement EDI. Since 

microcomputers are now so prevalent, it is possible for firms of all sizes to deal 

with each other using EDI. 

PROCEDURES FOR COMPLYING WITH LEGAL RULES Legal rules 

apply to the documents that accompany a wide variety of business transactions. 

For example, some contracts must include a signature or must be an original in 

order to be legal. If documents are to be transmitted via EDI, companies must 

establish procedures to verify that messages are authentic and that they comply 

with the agreed-upon protocol. In addition, EDI requires companies to institute 

error-checking procedures as well as security measures to prevent unauthorized 

use of their computer systems. Still, it is important to note that some sorts of 

business documents—such as warranties or limitations of liability—are difficult 

to transmit legally using EDI. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Security Issues in E-Commerce 

This massive increase in the uptake of eCommerce has led to a new generation of associated 

security threats these are dicussed as follows- 

Technical Attacks 
Technical attacks are one of the most challenging types of security compromise an e-

commerce provider must face. Perpetrators of technical attacks, and in particular Denial-of-

Service attacks, typically target sites or services hosted on high-profile web servers such as 

banks, credit card payment gateways, large online retailers and popular social networking 

sites. 

Denial of Service Attacks 
Denial of Service (DoS) attacks consist of overwhelming a server, a network or a website in 

order to paralyze its normal activity (Lejeune, 2002). Defending against DoS attacks is one of 

the most challenging security problems on the Internet today. A major difficulty in thwarting 

these attacks is to trace the source of the attack, as they often use incorrect or spoofed IP 

source addresses to disguise the true origin of the attack. Symptoms of denial-of-service 

attacks to include - 

 Unusually slow network performance 

 Unavailability of a particular web site 

 Inability to access any web site 

 Dramatic increase in the number of spam emails received 

DoS attacks can be executed in a number of different ways including: 

ICMP Flood (Smurf Attack) – where perpetrators will send large numbers of IP packets 

with the source address faked to appear to be the address of the victim. The network’s 

bandwidth is quickly used up, preventing legitimate packets from getting through to their 

destination 

Teardrop Attack – A Teardrop attack involves sending mangled IP fragments with 

overlapping, over-sized, payloads to the target machine. A bug in the TCP/IP fragmentation 

re-assembly code of various operating systems causes the fragments to be improperly 

handled, crashing them as a result of this. 

Phlashing – Also known as a Permanent denial-of-service (PDoS) is an attack that damages a 

system so badly that it requires replacement or reinstallation of hardware. Perpetrators exploit 

security flaws in the remote management interfaces of the victim’s hardware, be it routers, 

printers, or other networking hardware. These flaws leave the door open for an attacker to 

remotely ‘update’ the device firmware to a modified, corrupt or defective firmware image, 

therefore bricking the device and making it permanently unusable for its original purpose. 

Distributed Denial-of-Service Attacks 
Distributed Denial of Service (DDoS) attacks are one of the greatest security fear for IT 

managers. In a matter of minutes, thousands of vulnerable computers can flood the victim 

website by choking legitimate traffic (Tariq et al., 2006). A distributed denial of service 

attack (DDoS) occurs when multiple compromised systems flood the bandwidth or resources 

of a targeted system, usually one or more web servers. The most famous DDoS attacks 



occurred in February 2000 where websites including Yahoo, Buy.com, eBay, Amazon and 

CNN were attacked and left unreachable for several hours each (Todd, 2000). 

Brute Force Attacks – A brute force attack is a method of defeating a cryptographic scheme 

by trying a large number of possibilities; for example, a large number of the possible keys in 

a key space in order to decrypt a message. Brute Force Attacks, although perceived to be low-

tech in nature are not a thing of the past. In May 2007 the internet infrastructure in Estonia 

was crippled by multiple sustained brute force attacks against government and commercial 

institutions in the country (Sausner, 2008). The attacks followed the relocation of a Soviet 

World War II memorial in Tallinn in late April made news around the world. 

Non-Technical Attacks 

Phishing Attacks 
Phishing is the criminally fraudulent process of attempting to acquire sensitive information 

such as usernames, passwords and credit card details, by masquerading as a trustworthy 

entity in an electronic communication. Phishing scams generally are carried out by emailing 

the victim with a ‘fraudulent’ email from what purports to be a legitimate organization 

requesting sensitive information. When the victim follows the link embedded within the 

email they are brought to an elaborate and sophisticated duplicate of the legitimate 

organizations website. Phishing attacks generally target bank customers, online auction sites 

(such as eBay), online retailers (such as amazon) and services providers (such as PayPal). 

According to community banker (Swann, 2008), in more recent times cybercriminals have 

got more sophisticated in the timing of their attacks with them posing as charities in times of 

natural disaster. 

Social Engineering 
Social engineering is the art of manipulating people into performing actions or divulging 

confidential information. Social engineering techniques include pretexting (where the 

fraudster creates an invented scenario to get the victim to divulge information), Interactive 

voice recording (IVR) or phone phishing (where the fraudster gets the victim to divulge 

sensitive information over the phone) and baiting with Trojans horses (where the fraudster 

‘baits’ the victim to load malware unto a system). Social engineering has become a serious 

threat to e-commerce security since it is difficult to detect and to combat as it involves 

‘human’ factors which cannot be patched akin to hardware or software, albeit staff training 

and education can somewhat thwart the attack . 

Security Requirements For E-Commerce: 

Authentication: 

This is the ability to say that an electronic communication (whether via email or web) does 

genuinely come from who it purports to. Without face-to-face contact, passing oneself off as 

someone else is not difficult on the internet. In online commerce the best defence against 

being misled by an imposter is provided by unforgeable digital certificates from a trusted 

authority (such as VeriSign). Although anyone can generate digital certificates for 

themselves, a trusted authority demands real-world proof of identity and checks its validity 

before issuing a digital certificate. Only certificates from trusted authorities will be 

automatically recognized and trusted by the major web browser and email client software. 



Authentication can be provided in some situations by physical tokens (such as a drivers 

license), by a piece of information known only to the person involved (eg. a PIN), or by a 

physical property of a person (fingerprints or retina scans). Strong authentication requires at 

least two or more of these. A digital certificate provides strong authentication as it is a unique 

token and requires a password for its usage. 

Privacy: 

In online commerce, privacy is the ability to ensure that information is accessed and changed 

only by authorized parties. Typically this is achieved via encryption. Sensitive data (such as 

credit card details, health records, sales figures etc.) are encrypted before being transmitted 

across the open internet – via email or the web. Data which has been protected with strong 

128- bit encryption may be intercepted by hackers, but cannot be decrypted by them within a 

short time. Again, digital certificates are used here to encrypt email or establish a secure 

HTTPS connection with a web-server. For extra security, data can also be stored long-term in 

an encrypted format. 

 

Authorization: 

Authorization allows a person or computer system to determine if someone has the authority 

to request or approve an action or information. In the physical world, authentication is usually 

achieved by forms requiring signatures, or locks where only authorized individuals hold the 

keys. Authorization is tied with authentication. If a system can securely verify that a request 

for information (such as a web page) or a service (such as a purchase requisition) has come 

from a known individual, the system can then check against its internal rules to see if that 

person has sufficient authority for the request to proceed. 

In the online world, authorization can be achieved by a manager sending a digitally signed 

email. Such an email, once checked and verified by the recipient, is a legally binding request 

for a service. Similarly, if a web-server has a restricted access area, the server can request a 

digital certificate from the user‘s browser to identify the user and then determine if they 

should be given access to the information according to the server‘s permission rules. 

Integrity: 

Integrity of information means ensuring that a communication received has not been altered 

or tampered with. Traditionally, this problem has been dealt with by having tight control over 

access to paper documents and requiring authorized officers to initial all changes made – a 

system with obvious drawbacks and limitations. If someone is receiving sensitive information 

online, he not only wants to ensure that it is coming from who he expects it to 

(authentication),but also that it hasn‘t been intercepted by a hacker while in transit and its 

contents altered. The speed and distances involved in online communications requires a very 

different approach to this problem from traditional methods. One solution is afforded by 

using digital certificates to digitally ―sign‖ messages. A travelling employee can send 

production orders with integrity to the central office by using their digital certificate to sign 

their email. The signature includes a hash of the original message – a brief numerical 

representation of the message content. When the recipient opens the message, his email 

software will automatically create a new hash of the message and compare it against the one 



included in the digital signature. If even a single character has been altered in the message, 

the two hashes will differ and the software will alert the recipient that the email has been 

tampered with during transit. 

Non-repudiation: 

Non-repudiation is the ability to guarantee that once someone has requested a service or 

approved an action. Non-repudiation allows one to legally prove that a person has sent a 

specific email or made a purchase approval from a website. Traditionally non-repudiation has 

been achieved by having parties sign contracts and then have the contracts notarized by 

trusted third parties. Sending documents involved the use of registered mail, and postmarks 

and signatures to date-stamp and record the process of transmission and acceptance. In the 

realm of e-commerce,non repudiation is achieved by using digital signatures. Digital 

signatures which have been issued by a trusted authority (such as VeriSign) cannot be forged 

and their validity can be checked with any major email or web browser software. A digital 

signature is only installed in the personal computer of its owner, who is usually required to 

provide a password to make use of the digital signature to encrypt or digitally sign their 

communications. If a company receives a purchase order via email which has been digitally 

signed, it has the same legal assurances as on receipt of a physical signed contract. 

Defensive measures against security issues in E commerce 

Firewalls 

A firewall is a system designed to prevent unauthorized access to or from a private network. 

You can implement a firewall in either hardware or software form, or in a combination of 

both. Firewalls prevent unauthorized internet users from accessing private networks 

connected to the internet, especially intranets. All messages entering or leaving the intranet 

(the local network to which you are connected) must pass through the firewall, which 

examines each message and blocks those that do not meet the specified security criteria. 

In protecting private information, a firewall is considered a first line of defence; it cannot, 

however, be considered the only such line. Firewalls are generally designed to protect 

network traffic and connections, and therefore do not attempt to authenticate individual users 

when determining who can access a particular computer or network.  

Digital Signatures: 

A digital signature is a mathematical scheme for demonstrating the authenticity of a digital 

message or document. A valid digital signature gives a recipient reason to believe that the 

message was created by a known sender, such that the sender cannot deny having sent the 

message (authentication and non-repudiation) and that the message was not altered in transit 

(integrity). Digital signatures are commonly used for software distribution, financial 

transactions, and in other cases where it is important to detect forgery or tampering. 

Digital Certificate: 

It is an electronic document used to prove ownership of a public key. The certificate includes 

information about the key, information about its owner's identity, and the digital signature of 

an entity that has verified the certificate's contents are correct. If the signature is valid, and 

the person examining the certificate trusts the signer, then they know they can use that key to 

communicate with its owner. The most common use of a digital certificate is to verify that a 
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user sending a message is who he or she claims to be, and to provide the receiver with the 

means to encode a reply. 

An individual wishing to send an encrypted message applies for a digital certificate from a 

Certificate Authority (CA). The CA issues an encrypted digital certificate containing the 

applicant's public key and a variety of other identification information. The CA makes its 

own public key readily available through print publicity or perhaps on the Internet.] 

 

The Information Technology Act, 2000 

The new Information technology legislation has by defining cyber café created a better 

institution for catching hold of the perpetration of cyber phishing, which used to be earlier 

executed by such Cafe but now after the notification, the personal id has to be submitted to the 

shopkeeper in order to trace the perpetrator and create deterrence. 

The Act by authorizing an inspector to investigate a cyber offence has increased the resource 

of the cyber investigation by manifolds. Earlier only a commissioner was allowed to investigate 

into the cyber crimes but after the amendment now the inspector may also investigate into a 

cyber offence. 

The objectives of the Act are as follows: 

i. Grant legal recognition to all transactions done via electronic exchange of data or other 

electronic means of communication or e-commerce, in place of the earlier paper-based 

method of communication. 

ii. Give legal recognition to digital signatures for the authentication of any information or 

matters requiring legal authentication 

iii. Facilitate the electronic filing of documents with Government agencies and also 

departments 

iv. Facilitate the electronic storage of data 

v. Give legal sanction and also facilitate the electronic transfer of funds between banks and 

financial institutions 

vi. Grant legal recognition to bankers under the Evidence Act, 1891 and the Reserve Bank of 

India Act, 1934, for keeping the books of accounts in electronic form. 

Features of the Information Technology Act, 2000 

a. All electronic contracts made through secure electronic channels are legally valid. 

b. Legal recognition for digital signatures. 

c. Security measures for electronic records and also digital signatures are in place 
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d. A procedure for the appointment of adjudicating officers for holding inquiries under the 

Act is finalized 

e. Provision for establishing a Cyber Regulatory Appellant Tribunal under the Act. Further, 

this tribunal will handle all appeals made against the order of the Controller or 

Adjudicating Officer. 

f. An appeal against the order of the Cyber Appellant Tribunal is possible only in the High 

Court 

g. Digital Signatures will use an asymmetric cryptosystem and also a hash function 

h. Provision for the appointment of the Controller of Certifying Authorities (CCA) to license 

and regulate the working of Certifying Authorities. The Controller to act as a repository 

of all digital signatures. 

i. The Act applies to offences or contraventions committed outside India 

j. Senior police officers and other officers can enter any public place and search and arrest 

without warrant 

k. Provisions for the constitution of a Cyber Regulations Advisory Committee to advise the 

Central Government and Controller. 

PKI (Public key infrastructure) 

The Public key infrastructure (PKI) is the set of hardware, software, 

policies, processes, and procedures required to create, manage, 

distribute, use, store, and revoke digital certificates and public-keys. 

PKIs are the foundation that enables the use of technologies, such 

as digital signatures and encryption, across large user populations. 

PKIs deliver the elements essential for a secure and trusted business 

environment for e-commerce and the growing Internet of Things 

(IoT). 

PKIs help establish the identity of people, devices, and services – 

enabling controlled access to systems and resources, protection of 

data, and accountability in transactions. Next generation business 

applications are becoming more reliant on PKI technology to 

guarantee high assurance, because evolving business models are 

becoming more dependent on electronic interaction requiring online 

authentication and compliance with stricter data security 

regulations. 
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PKI provides assurance of public key. It provides the identification of public keys and 
their distribution. An anatomy of PKI comprises of the following components. 

 Public Key Certificate, commonly referred to as ‘digital certificate’. 

 Private Key tokens. 

 Certification Authority. 

 Registration Authority. 

 Certificate Management System. 

Digital Certificate 

For analogy, a certificate can be considered as the ID card issued to the person. 
People use ID cards such as a driver's license, passport to prove their identity. A 
digital certificate does the same basic thing in the electronic world, but with one 
difference. 

Digital Certificates are not only issued to people but they can be issued to computers, 
software packages or anything else that need to prove the identity in the electronic 
world. 

 Digital certificates are based on the ITU standard X.509 which defines a 
standard certificate format for public key certificates and certification 
validation. Hence digital certificates are sometimes also referred to as X.509 
certificates. 

Public key pertaining to the user client is stored in digital certificates by The 
Certification Authority (CA) along with other relevant information such as client 
information, expiration date, usage, issuer etc. 

 CA digitally signs this entire information and includes digital signature in the 
certificate. 

 Anyone who needs the assurance about the public key and associated 
information of client, he carries out the signature validation process using CA’s 
public key. Successful validation assures that the public key given 

 

 

 


